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Cisco TrustSec

Tadas Urmonas
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Employees

Marketing, Finance, 

IT,  Engineers, Admin, 

Executives

User Devices

Laptops, Smart 

Phones, Tablets 

NonïUser Devices

Printers, Security 

Cameras, Badge 

Readers

The Network is No Longer Static

Outside Users

Laptops, Smart 

Phones, Tablets 
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The Traditional Model

DMZDesktop

The Network
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Mobile Applications 

and Data

DMZDesktop

The Network
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The Network
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Who is on my network?Where do they want to go?What is on my network?How do I control all of this?
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ÅHow do I manage 
multiple devices?

ÅHow do I manage a 
workforce in motion?

ÅWhere do I make 
policy decisions?

ÅWhere and how do 
I enforce policy?

ÅHow do I ensure consistency?

ÅHow can I scale this across 
my distributed network?
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Common Regulatory Requirements

ÅControl access to information, 
applications, records, etc.

ÅControl ingress/egress of data

ÅEnsure privacy for groups 
and individuals

ÅSegment certain classes of users

ÅControl access to devices, servers, 
and management platforms by both 
users and devices

ÅManage and inventory IP-enabled 
devices, and controlling their behavior 
based on policy

ÅEnforce access policy beyond the ingress point

ÅMonitor, record, and audit users and devices 
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ÅScalable approach

ÅLeverages existing network investment

ÅCentralized, unified policy

ÅDistributed enforcement

ÅSecure by design

ÅDeployment options
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ÅTrustSec builds and enforces centralized identity-based access policies for 
users and devices and secures critical data

User authentication and role-based access

Device posture assessment

Non-User device profiling

Guest access services

Centralized policy creation and governance

Distributed access policy enforcement

Troubleshooting and management

Cisco 

TrustSec 

Provides
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Cisco NAC 802.1Xïbased Identity

A Cisco networkï
integrated solution

Å Leverages the existing 
switch infrastructure

Å Provides dynamic access 
control across the entire 
network

Å Access policy 
enforcement across the 
entire data path

Å Data protection through 
MACsec encryption

An appliance-based 
overlay solution

Å Ideal for heterogeneous 
environments

Å Scalable, easy-to-deploy 
solution

Å In-band and out-of-band 
deployment options



Cisco Confidential© 2011 Cisco and/or its affiliates. All rights reserved. 14



© 2011 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 15

Identity 
Information

Other 
Conditions

Authorization
(Controlling Access)

Time and Date

Access 
Type

LocationPosture

Device 
Type

Broad Access

Limited Access

Guest/Internet

Quarantine

Deny Access

Track Activity for 

Compliance

Group:

Contractor

Group:

Full-Time
Employee

Group:

Guest

Vicky Sanchez

Employee, Marketing

Wireline

3 p.m.

Frank Lee

Guest

Wireless

9 a.m.

Security Camera G/W

Agentless Asset

MAC: F5 AB 8B 65 00 D4

Francois Didier

Consultant

HQðStrategy

Remote Access

6 p.m.


