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Complex Environment

The Network Is No Longer Static




The Traditional Model
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Complexity Creates Challenges
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Administrative Challenges

A How do | manage
multiple devices?

A How do | manage a
workforce in motion?

A Where do | make
policy decisions?

A Where and how do
| enforce policy?

A How do | ensure consistency?

A How can | scale this across
my distributed network?

e




It's Not Just Theoretical

Common Regulatory Requirements

A Control access to information,
applications, records, etc.

A Control ingress/egress of data

A Ensure privacy for groups
and individuals

A Segment certain classes of users

A Control access to devices, servers,
and management platforms by both
users and devices

A Manage and inventory IP-enabled
devices, and controlling their behavior
based on policy

A Enforce access policy beyond the ingress point

A Monitor, record, and audit users and devices




Need For A Comprehensive Solution

A Scalable approach

A Leverages existing network investment
A Centralized, unified policy

A Distributed enforcement

A Secure by design

A Deployment options




Cisco TrustSec

A TrustSec builds and enforces centralized identity-based access policies for
users and devices and secures critical data

e User authentication and role-based access

e Device posture assessment

—= Non-User device profiling

® (Guest access services

® Centralized policy creation and governance

—— e Distributed access policy enforcement

* Troubleshooting and management
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Two TrustSec Deployment Options

An appliance-based A Cisco networki

overlay solution integrated solution

A ldeal for heterogeneous A Leverages the existing
environments switch infrastructure

A Provides dynamic access
control across the entire
network

A Access policy
enforcement across the
entire data path

A Data protection through
MACsec encryption

A Scalable, easy-to-deploy
solution

A In-band and out-of-band
deployment options




Cisco TrustSec—802.1X
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Authentication and Authorization
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