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Topics

TS Why do we even need eﬂcrgption’?
o What might/ should People encrypt?
o What kind of technologies to use”?

® Some example Proclucts...



Digijtal frontier

o We live online

* e-Government, c:»-—[‘BarlkingJ

e-Commerce

o The amount of data that companies have to

keep and process about People IS lﬁuge

o With increased data comes increased

responsibilit9



Wlﬂg encrgPtion?

* Provicling encrgption IS Provicling trust

2 Encrgptecl connections allow for safe communication

without eavesd roppers

2 E‘ncrgptecl iclentitg information allows one to trust

who theg are dealing with

o Thisis also understood by regulatorg People as more
and more rcgulations rec]uirc data encrgp‘cion for any

sensitive information both at rest and in transit
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So where is data?

o We can ditferentiate two separatc

classes
& Data atrest
o Datain transit

o In both cases there are goocl

implementations and not so good ones
& g



Data at rest

Ang database of information can be misused

bg a culPrit N one way or another

Gaining access to a sgstem the cullarit can
steal/alter the content bringjng either direct

or indirect loss of revenue

The largest loss however is the loss of trust

fincrgpting |<<:9 information in databases and
Hles can keel:) the culprit away



Data at rest

* However O‘:téﬂ the encrgption kegs are storecl N

the same place as the encryptecl data...

o Itslike ocldnggour front door and |eaving the

Key uncﬂer the matss

> Tiﬂcrgl:)tion has to be implementecl Wiselg and one
|

nas to unc]erstancl thc \/alue O]C cncrgp‘tion kegs ~>

sum value of all the encrgPted data



Keg Protection

500 rea| Yy Protect the encrgptecl content one Iﬂas to

Protec: the encrgption keg:s

. SPechCic hardware exists that Pemcorms all the

transactions necessary inside a trusted bounclarg

* Various levels exist for when on|9 evidence of intrusion/
tlnemct IS necessary or wether active countermeasures

need to be implemented



Data in transit

;B toclags world there is constantlg Private data

moving about on “the net”

* Ang unencrgptec} communication can be
recorded/ changecj ]:)9 ANYONE who manages to
connect to a device in the Path of the

communication

* A common example IS orclinary web browsing VS

SSE encrgl:)tecl browsing
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Basic data in transit

* Inthe case of ]nttps encrgption there are two benefits
+ Client identifies the site
* No man-in-the-middle attacks Possible

* However for it to be safe the 551 kegs have to be

kePt IN a secure way

o | ossof corporate web server 1«-395 can lead to
Phishing attacks, MiM attacks and generic loss of

trust
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More complex data in transit
b

o FEvenit People Protect their datacenters with
armed guarcls ancl three tier access sgstems

theg Forget the data |eaving...

* /—\ngone can open ajunc’tion box or crawl into a

manhole to install wire taPPing equipment

* Andits not expensivel Cloninga Lber with a

simple touching device costs less than 1000 eur
P g
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Wiretapping

® Mgths about wiretapping and cncryption

o Fiberlinks cannot be taPPed

+ Volume of data and multiplexing make it

impossible to make sense

o Fiber Channel Protocol s too complex

S fincrgption is too slow 4 adds Complexit9
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Simple VOIP listening setup
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Mgth 2 - Volume and DWM

® Gigabit data analgzers are easily and Freelg

available also as software

* *WDM analgzers are reaclilg available a”owing
exce”ent wavelengtlﬁ sel:)aration througlﬂout the

USCCI rarl 565

l

s Software aPPIications for ethernet, sonet, FC

analgzing are available both free an

Commerciang
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Mgth 5 - FC too complex

Storage Area Network
SAN

InterSwitchlLink

Py

Fibre Channel Switch
(FCSwitch)

Fibre Channel Switch

(FCSwitch) B =TT

Windows

Server
system

Fibre Channel
Analyzer

Reconstruction of a complete disk

e FC-analyzer records all data traffic between Server and Disk Array,
including all SCSI-commands, Logical Block Addresses, and read — write
Commands - information now readable in this format

o Export from FC-analyzer - to a CSV-file and convert into a binary file by
means of a simple pearl script

e Create a mirrored copy Mount binary file using “"ImDisk” in Windows-
Explorer, recorded data appears as an additional disk in Windows-Explorer

18



Mgth 4 - too slow/ COH‘IPICX ‘

° Using |ager~§ encrgl:)tion or Pseuclo lager~7_

encrgl:)tion this is true

Encrypted

MAC Header IP Header TCP Header Payload FCS

IP-Frame = 64 Bytes

Encrypted

MAC Header S"'BLUACELEUECEGH RG] IP Header TCP Header Payload m m FCS

IP-Frame = 64 + 57 Bytes = 121 Bytes

g

* However using thlle layen-l encrgl:)tion aclcls

Overhead 47%

minimal latencg and is invisible in the tol:)ologg

19



Mgth 4 ~ speed

* 65% of worldwide

trattic is small

Capacity
PaC KCtS 100% IG Layer 2 Encryption

s e lagern?_

encrgption adds no

Paclcling hence no

64 Packet / Bytes 1514

SPCCCl IOSS
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So which tech nologies?
* Jo protect data at rest and cligital identities the first

Prioritg IS Protection of encrgption kegs

0 SPecialized hardware securitg modules exist to do

exactly this
* TJoO Protect data in transit it has to be encrgptecl before it

leaves the sate confines of the datacenter

o FEither using encrgpted Protocols and
Protecting the kegs

oL using sPecial encrgp‘tion devices that

encrgPt trattic on the ﬂy

21



HSM's

SPecializecl equipment clesignecl to be tamPer safe and to

Pencorm encrgPtion oPerations

unencrgPtecl themseives

—

Private kegs/ encryl:)tion kegs never leave the device

In case of tampering two main levels of saFety exist

s Tamper detection and alerting

e

* TJamper Pre\/ention N W

hich case kegs are clestrogecl

from ol:)erating memort

Teclmologg wise low sPeecl

USB to network connected

ultra high sPeed IRU devices exist based on needs

22



Network encrgption

o Clear distinction has to be made on what the goals

of encrgption are

o Jsthe data onlg migrating to a backup site oris it

used in a live comciguration?
® s sl:)eecl an issue”?

o The choice between software encrgption and
various forms of hardware encrgption clepend on

the use cases ancl customer neecls

23



Lagesuz encrgPtion

o For true intra datacenter
communications on mamn communication
lines only a full wire speed lager T

encryPtion solution tits

+ The units should conform to tamPer

Protec’cion) notjust detection



How can we help

® TOP Sgstems has been operatiﬂg N

€ﬂCf’9‘

centu

~tion business since turn of the

|~
*

* We rel:)resent two of the largest and

best known encryption l:)"oviclers, both

with a

{

long historg in the field...




Encrgption = trust!

» Remember, encrgp‘cion is all about trust

* Qur Partners have been doing this for decades and

their origiﬂs are in encrgption business

o InfoGuardis the Private sector front end of Crgp‘co AG

t

hat has been cloing militaxy encrgp’tion for over 80

Y
q

cars

o ThalesIss (ex nCiPher Ltc]) has been the market
leader in HSM techno ogy for over 15 years, their

Proclucts are used wic 619 in the world in various sectors

26



Some examples...



nShield Connect 6000

B New network HSM certified with FIPS
140-2 level2-3 and CC EAL 4+

B 3 different models

RSA 1024bit 500 1500 6000
RSA 2048bit 150 500 3000

RSA 4096bit 65 150 500

‘Dual’ and ‘hot-swap’ power supply and
fans

Shared with upto 100 clients
Automatic backup and key sharing.
Load balancing and fail over by default.

Various optional API libraries and
embedded options.
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nShield Solo’s

nShield 500

F2/F3

nShield 500

e F2/F3

nShield
2000 F2/F3

nShield
4000 F2/F3

nShield
6000e F2

PCI/PCI-X

PCI

Express

PCI/PCI-X

PCI/PCI-X

PCI
Express

Level2
Level3

Level2
Level3

Level2
Level3

Level2
Level3

Level2
Level3

EAL 4+

EAL 4+

EAL 4+

EAL 4+

EAL 4+

No/Yes

No/Yes

No/Yes

No/Yes

No/Yes
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1-10 Gb/s encrgption




10Gb/s any Protocol

» Combination of TDM

and encrgption device

o Allows any combination
of bei, and FC up to a
total of 10Gb

Filter module

4x GbE
STM-64 WDM

4G-FC TDM-Modul Encryption

InfoGuard Multilink Encryption




Multiple location encruption
P i

Headquarters & Datacenter
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DarkFibre Native Ethernet, MetroEthernet = %ﬂ
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Backup Datacenter
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ENCRYPTION = TRUST
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" There are alot of nhewcomers to the field,
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but theg are only starting, would you
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